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ST YN NNLVAN TN, NNYPN TN, 03T DN DIAVNN ,DXNIY
) HVW YTIAD YN, 1IWNNN THX DY NN DIWITIN DODAN DIYSNND : O NNVIAN .3.3
YTNN ONIRND X MSIINN MIAYMNNT MIIYHN MTIVD)
YNRYNN INR YNN IR T POV NT HDDY 1) WIDdWD TYPNN OYNIN/AYNA : T PNN 3.4
2UNN 1IN NONND
D7NOPYITTNNY MINIPYN DY DOINNA ,YTNID MY NITHIN TIPN YN NPD 3.5
TOVUN IR MDY YNRN MPNH MNOY ,NPNoa nyns :(Threat) ovr/yNRd Py 3.6
RUGaY)
DY NN O7AY THOW IR MDY YR MPNI MNOY  NPTID DY NN : YN NNLVIAX 3.7
T MV XOD DI, NPNYN IN VINOY  NDVN NN YN
MV IN PNTIA NYSIANNDT NDWI : 121D YIPR/AYNND MWD PNV MPNR/NNI VPN 3.8
, DIV MINIA ) DY IWNNT TN IR YTIIN NPTIOT MPNHN NN YN NNOYN
.DOVIIN XD DMNIND DNNI NOWN INX NN DN YIDY ,MODIYN NNIVNY XXAN)
LDPN MYUNNNND 572307 NNOYN NIIYNA NYIN : MYNI - Vulnerability .3.9

novn .4

95 YT NPNY 12D 130N NN YTNIN NNVIR MXNN I INN XIND INNN PION 4.1
LDYTTNN NIV P NYY NYN DXINN PV 93 T 1990 NIIDNI HINY
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1981-N7NWN ,NPVIAN NNN PN DD NPVIIN NN HIPTA TINYD APNNND POYN .4.2
.2017-v9V (YN NNVLAR) NPV NN NVPM

MNINDT 220N TIVN DY YPHIND 922D NMNNN NNNY MYOIT NN DY 21»NNN PovN 4.3
TPNPNDD NON DIN TINY )M DTN MDY AN ONNY 1IN ,(’NNNN NNINY)
YAV MNANON YV

(D) N7H2) NOD NIN PHN (MVNI) XNITONND QNN NPMINA TINYD 1»NNN PIoN .4.4

TDYWI DINNN N TH/INY 2D PN KD NN P IN/ AN DX INA I WO 4.5
.NDAA n5v nmnwn

LDMMIN TPYI PN MNND NI DMON P NIIWNT MMPY D95 DY DM»VLION ONMN 4.6

MYIND PIND MXNN DI PADN DY INPINND YN N IV MK NY THONI INON 4.7
ARYND NN OVIMTT PIN DD IN VN DY INYINI INPVID DY NPNPYY YT NN 21D

NN 52PN NN DD NN IN DT D) DY DMN IN DININD DD PHNN WX TH0NN 4.8
YT NYAP NYa DWW AN PADN D O8N N TNIROY MITIDN NN NN NIN DN
R Va)a)

NPOLINY NAND MYY DXIYNI IN OPONI DT THDNI DINIIN MNIPYN DW» X 4.9
270 OW TINSPNRN NNYT 1POYY DRNNA MIYPNNN

NPOONN NIV .5

2177 NNONA .NYY NIPYN MDNM) TSN NMVN NN 7PONR 120N MDD NN NOMN ) 5.1
DMNNN DNV DOPADN DY DNNRND NN NN NPTIA I ,ISDINIL NTPNRYY DINON
920 MDD NN PIDN DY INNNND NPYTAN POND .NYY NPIORND NIVIVA YN
NTIAY YDONN NITIN YT DY 1N P2 IR PAD DY MIVPNNN DXYIANN DOININIVID
2920 MDY NN NNNANY MIPA NYHVLM DIV DINVAIND

Sy DY) DIYNNNI NADN NPYTAY YN NN NIRY N MYNNNI NYNIND NP>TIN .5.2
.povn

95 JPNY PNNN PADN VIV 1IN NYXINNI 7)) YPAD DY 12»DN JOIN NPNY NP>TL 5.3
APV 9201 1IN YION TN MIWPNNN TONNA NYINNY MYN9

NPVIN NPTIO DY NVPPYI YN VD .6

VD9 DY PRI MPUN TPON 70 7Y TTINY YTNRN NP 29 DY Sy paon 6.1

IYIN 1D ON NIN 7292 MMON >NYA YNRD 1N PODN DY YN MOIYNI DAY NN 6.2
D7) 1Y AN51Y WRIN

N2 NPINNRD NINDY 71D DY OYNINM MINVIAN NPANN XD 2D PADY M 7D NNIA NN 6.3
M) NNAY MDY MDYN DY 1N YTHIN NN XYVNY O, YDHRY YN NXW) NN
D97 YNY2 OOPYI DRI NPT /1D 20N OODY YHIN NN D5 DY 119N M)
PR DXPYDI MO MXNND P IDON DY NNV N [, INIRD NN .O¥TTN dNO)
NN V2D TPRYI RN M0 PADN 7Y DIDNN IR/ 1107 ONIN DY MHTID? NI9NY 2WNN
ST2 5w NYOIIT IR MIYL DD PNN KD PIDY YN 19INA DO0NN

Y 0O0N Y3 LY PNMIAYNNN MIXA NNDN POR W1V YN DI NNVIAND INT PION .6.4
JDYYOIN DINNI,MNYT MY 1097 INX PIN 92NN Y1910 D3 DY 71 9955 ININK 1PN
NNVIAX NMON NX VI PIDN DY .27PIY DXVIVIV ,DXINDN, DINIP ,JNXIT MAINON
RVagial

AMYIAY 0 DY YTNRN NMIPHNT MNPNONJPDND NINTY PODN NPINNI 6.5

NPNYND DY) MIPA NNVIX MINNN NBPY PPN N NPPY D35 RINK M’ PO .6.6
ANYLY OXTNYNN N YT DY YDV NNV

DY INA QDT 22D TYN DPP 12 ,PADN DIX NIN PN IN YN NNVIXR PN Ny 6.7
27N DYVN PN YWIRD YT 1DINL WTIND 2NN PODN 71 YW YyTN2

D70 DY D033 INA DMPYD MYUPN PADN DINX 121D/YTN NNVIAXR PN DY NIPNL 6.8
A2 DINONA PADN YT> Y YIVRN 2INND 0NN NIRYI M) RN
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29P2 XNN ONNI/M TAY2 TNS 19 DY NUYN PADN NN NTIAY IDIND DXPMY MIdN .6.9
ST252OK DYPMYY DXVWITIN DWNNN PADN Ty

MIYPNNN DY NN 1D W WX INYII MOV T8 DY MIVYPNN PO 1AW NIPN Y31 .6.10
790N ,NY TRDNI MOLNIND NPMNN DIV DY IR/ IT 119D NNDNIA N PION Pa
Y NADIA MWIITN NPMIND DRNNA TIAYDY DD POV SWIOUN TSN DX 1ITYD 2NNN

90N INY DINON INND ,PADN NN TMIDNOVY NIIONN NP YN PNV M L6111
ST TN R NN DY NS GNYD PNNN

DY 11955 PADN MIANNN DD NNV ND DN DIDNN DPD DY XD IPNNN PaYN .6.12
NNV T D 52) LY IMYI NN TUR N DY YTINN DI NIR N MYID Y XN LMD
122 DYONM YN NPINHD MY 270 DY INYID YN INPIND INY KD YD 2»NNND NI
DN TIWNND YHRN NPINND INDID DI DIYAY 191 VITVINI IN PADN INN ONX
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27 N9Y)

27999933 1°2)0 NVIYP -NIVNHN NAD)

17715 120100 nialg nown
' = DXNVYN

N"O 1207100 ANI*TNIX DXNLYHPN M .1
(ISO 2)7) VN7 OXT PP NLYN .2

DTN 2 -N DNLYN NI NOND .3

— NNNON MVYN

(NVWNN 9919) N7 160 TY PLWNND NN .1
STRNI DI PVY WIND NVYNN DY .2

TIPI2 9% Y09 DY MNAY N7D 10715 DY DTN TIPIA NPATH YN NLWN YO Dy .3
NOWYNY Y555 7N HNILYN

TN MND NN NN NPATH PATIN POIP D DY
VIR IMND VPR N 2 227D PR

YN NN DY NV NPATHA PIIDM NLYNN YNRID MY OPIN NOIP

S NV T N

.NOYNN MNPN NNNDN DY VIVIY PN

- 1P
STNNVWNRN VPPN YV TIPI 1D DPADNRN DOVION YD .1

SYUNYDN 990HN DY TIPIA NPATHN DY WP IONID VMY .2

D90 DINNY/ DT/ YA/ ND I 0D DY TINYN NPATH 919 NPINNVIP 95 .3
STIVWNRN VPPN NN ANNHN TIPID

NPATAN NN PXATNY ¥ DT PVIP DY D) - TOVONHD POIP2 MIN MPINM NP .4
NN OV NN NDYONN

TP N OVIY OY MNSY N7D 10715 DY TN TIPI2 NPATH YN NVWYN DD DY .5
INIVWN

1PM DY WP MYY ,NPODNY DINVWND NN DIV ,NINN PADN NPINNA
MOLYNN NPNIN 23 XD 02-5442004/5 PAYVA INIYS NIVYNI 71991 DINOD
< TIVIITH ORNNA MY DIV PPN NN
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0991 — 71 P9

HDD Duplicators Forensic -’13919 Apnyn 9>von

Write Blocker Forensic =’%399 nan5 09N 99van
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%o .1

Write - ©33719 N2°15 Y10IN DYPYWINI DIVHNYN INIYW Nvwna (1
2VWNN >IDIN NN DY YN NPYW/NDIND NYIN ondvonv Blocker
-DMVMNI NPNYN YPYINI DOVHNNYA LJD 1N . 2IWNNY DMNY DNDN
MIDIN TY MM NPPNN INA NPNYN I8 095N HDD Duplicators
.DY2WNNN PIN2 DNITHND AWNN

1N DMYNNNRY TIWNN DY NOVIYN MDOYAD DXVWITI NON DXPWIN (2
MPNN NPIIND NPT MNNDI AWNN MIDIN/AVNN MININD MPITL Y8aH
U122 YYD DN NOY

89D NINND .2

YI98D DMINMN NPNY AN P2 YTYN PPNOY DOINON DI PYWINND PN (1
MON ,MPNHN DY YIT NMIVN TIN MTNHN DY NOVIVN DMV
. DYPHNHD MNPV NIPNL NPV PYINN

DIPIN DI DY NOVIWN DMDIYAD DXMNY PN NPNYN PYIN JPIN (2
DINIY NIVLWNI VT NITIYN DN

N”0Y MYWINY .3

HDD Duplicators Forensic — 21399 Npnyn v (1

PN YN PRYN INA WIPE Y825 YWY 51N NPNYN PYOIN N
NPYNN IN NADIN ,WIDY YOV 19IND Bit by Bit 7PN 11010
NPNN NN YN

MPN 2 MNN D7 NMINY I PINYND 1D A

TV NPHNN P2 DPNYN INA DINNI NNYN NIPNN DI )
AV MY MNDIOVA 1N TH ON XIN ,40 gb/min DI NN
2277 MPNN TN N NPHRN

g10 282 NYI VIS NN NN T

WEND YOV NNINN AYIINI HIIHN
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DN 1V NPNYNN PYWIN 22D DY IN MYSNNI YININ V1IN .71
.CASE -N mMTINY TY>M) MPHRn DY DMIDV D019

99151 Dual Hash (MD5+SHAL) Authentication- NpNYN NYMON )
(log) TV 1M N2IYAN MNIRD NPNYNN MINNK)Y 7)Y Hash NN
7PNRN DY DDV DM DD NPXNN/NPNYIN MINA DY YN
NP I NDITN/ NON DR RYMY PN PRYIM

DYNLPDI NVIY IN/ DNNID (DOYVPN) DXNVPD NPNYN NI .
Rubja)pha

-t

Wipe up to DoD 71289 9915 Wipe Custom ,Wipe V182 021> .0

HPA & DCO Capture Nn212> .0

~

oy 7310 2vNNNN HD 21719 NS5 Npnyn N1 -USB boot client .
windows/Apple/ Linux : Nbyan noyn

: DYONNAY Image Forensic NPNYN YN0 NN NDID . N
DD Image (1
EXO01 Image /EO1 Image (2
DMG Image (3
:MVATI MPNYN YN0 .1
Drive to Drive (1
Drive to Image (2
Image to Drive (3
Image to Image (4
Partition to Image (5
Net Traffic to Image (6
Folder/file to Image (7

TN OIRND/ DINDXN NITY PYWINN DY TN DIDON NN .0
£1PN9Y MNXNA PONX MNPN DY DMWY DMND NN

IDE2.5/35 (1
SATA (2
M-SATA 3

UsB3 @
PI8NN DYVN NINN HYNN HNN
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(Type-C) USB-C (5
oo -NVMe (6
omNoY-M.2 (7
PCI-E (8

RJ45 (9

Write Blocker forensic =nana 9oin 99Va51 V9919 (2

VTN MPYW/NDND NYIN ONYYON Write Blocker - 033719 N2°N5 00N DX PWON
MNIVYO 020 \PY/NPNYN TIXD AWNND NPNN NN 12ND DIYIT DMIPIND DN OIPNIA
NPNA OPPN YTNRN DX PINKDD INA

NV MNPNL IVIND NPND 21N NN DOIN/PN PYINN N

1997 92NNV INPR NONX IPNN Y3 Y NN DIDNY 29N PYonn .2
SDNIPN ¥190N 22N0NA 4.1 PYDI VNN ,AYNNY

NN D35 MPN 21D NWY 1MINT 12 NN NYNIND PYINN DY N )

MO POD Y2 (portable ) 79 19IN2 NONKRD NPNR/AVNNY 1ANNNY PYIND T
. DYNN NY MNN DI 99107 INNNY

DY DMINNNY 72N NI OY USB3 )I171017192 PYWoNa M NN .0
11PN DXNONN AVNND NININ MDY

USB TO IDE 2.5/35 (1

USB TO SATA (2

USB TO M-SATA (3
USBTOUSB3 (4

USB TO (Type-C) USB-C (5
USB TO -NVMe (6
USBTO-M.2 (7

USB TO-RJ45 (8

USB TO Micro SD/SD (9

WEND YOV NNINN AYIINI HIIHN
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PY0Y AVIN

NPN PNNON NN N2V NN NNDYIY IDIND IN M ININD .

POIVPSPNIMN
LDMINNNM NNDIDN DY NIIY DD DONNMIN YT PN
29130 DYVI9N TNY 1IN PVMID? PYINM NPIND Y1) DY
NN IPN oY (1
IONMD 'ON ,0XT OV (2

MY PINN (3

NPAON

ND DN ©MIPNA,MINYIN NYAP TINNN O 30 TIN YXIAN DI PYIND NPION
YNNI PHRTIN PN NN NN DIAPD WATH ,YaAPIY D12 DXPYONN NN PODY 1N
.An51)

212992 270K NI0NNY NIVWYNN YINND OXNNA YXIAN NPIONN

LONOYON TNND PYWIND NOYIN MNRNN IXIND DY TN PIDY PION DY - TN
2Y IN/ TPONN NOVA NIONN MNNN

MY NINN

SV NP NTIAYD MINAD NIV TYNID INDN 1IN NPINK NN DPYOND
PYONN

MYNNNA XD) WINPN NI 7Y TPNNPN NDTTN AVND NN PAON DY
997NN .(DMWIN 10 TY) V1 1IN MY PYWINN DIYIN 1OIN NN NN (MTMD
VINID TIIY NPND PADN DY ,NIVYNN 1N 7Y TNINY 19IND IX DIPHNA JN1N
D5 TN, MY MOITN 3 PIY> PION .NIYIIT M9y XINL DIPN DI NIVTIN
MYV 3Ty NOVTN

YIIN/NNNN Y913 NHTPRN 1102 PWINN HY NAVIV NTIAY 719N NIITIN
NNPN 93 TNRY NNTI 1Y DA IRYIN TNEN NP3 DOVINYY NOVTN
TIYPNNN

TIN PYIND NN JPND YIATI) PADN ,NPINKD NMPNA PWINI NOPN DY NIPNI
PPNY PADY PYINN NXAN OPH 0P 14
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M) MVIY TNRYND YITI PODN DY 14 TIN NPYNN NN 0MDY MYN XY NTNI
L PYINN NOIAPY PPINN DYDY TY NN INON NN

PADNN INITNM PADY AIXININ NPON DY ININK 7P IRIY NIVWN DYVN 1N
PPN 0Yoa

Y DOWTN NDI MNITY MIYIR/NIAND INN TIT PODY NONRN PODN Yy
NN NYSIN POND MIVPNNN NNPN DD TNNRD PYINN
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